

    
      
          
            
  
Welcome to Verifone’s documentation!


Contents:


	Verifone
	Features

	Credits





	Installation
	Stable release

	From sources





	Usage
	Using Verifone class





	Contributing
	Types of Contributions

	Get Started!

	Pull Request Guidelines

	Tips

	Deploying





	Credits
	Development Lead

	Contributors





	History
	0.1.24 (2020-06-29)

	0.1.23 (2020-02-21)

	0.1.22 (2019-11-07)

	0.1.21 (2019-09-11)

	0.1.20 (2019-05-27)

	0.1.19 (2019-05-21)

	0.1.18 (2019-04-26)

	0.1.17 (2019-04-24)

	0.1.16 (2019-04-23)

	0.1.15 (2019-04-15)

	0.1.14 (2019-04-05)

	0.1.13 (2019-04-01)

	0.1.12 (2019-03-26)

	0.1.11 (2019-02-28)

	0.1.10 (2019-02-28)

	0.1.9 (2019-02-20)

	0.1.8 (2019-01-07)

	0.1.7 (2018-12-17)

	0.1.6 (2018-12-17)

	0.1.5 (2018-12-14)

	0.1.4 (2018-11-12)

	0.1.3 (2018-10-26)

	0.1.2 (2018-09-12)

	0.1.1 (2018-09-06)

	0.1.0 (2018-08-31)











Indices and tables


	Index


	Module Index


	Search Page







          

      

      

    

  

    
      
          
            
  
Verifone

[image: _images/verifone.svg]
 [https://pypi.python.org/pypi/verifone][image: _images/Verifone.svg]
 [https://travis-ci.org/vilkasgroup/Verifone][image: Documentation Status]
 [https://verifone.readthedocs.io/en/latest/?badge=latest][image: Coveralls status]
 [https://coveralls.io/github/vilkasgroup/Verifone?branch=master][image: Updates]
 [https://pyup.io/repos/github/vilkasgroup/Verifone/]Python package for Verifone


	Free software: MIT license


	Documentation: https://verifone.readthedocs.io.





Features


	Payment with Verifone


	Get available payment methods


	Refund payments






Credits

This package was created with Cookiecutter [https://github.com/audreyr/cookiecutter] and the audreyr/cookiecutter-pypackage [https://github.com/audreyr/cookiecutter-pypackage] project template.





          

      

      

    

  

    
      
          
            
  
Installation


Stable release

To install Verifone, run this command in your terminal:

$ pip install verifone





This is the preferred method to install Verifone, as it will always install the most recent stable release.

If you don’t have pip [https://pip.pypa.io] installed, this Python installation guide [http://docs.python-guide.org/en/latest/starting/installation/] can guide
you through the process.



From sources

The sources for Verifone can be downloaded from the Github repo [https://github.com/vilkasgroup/Verifone].

You can either clone the public repository:

$ git clone git://github.com/vilkasgroup/Verifone





Or download the tarball [https://github.com/vilkasgroup/Verifone/tarball/master]:

$ curl  -OL https://github.com/vilkasgroup/Verifone/tarball/master





Once you have a copy of the source, you can install it with:

$ python setup.py install









          

      

      

    

  

    
      
          
            
  
Usage

To use Verifone in a project:

import verifone






Using Verifone class

from verifone import verifone

# Create object
verifone_client = Verifone('Agreement_code', 'Private_key', 'Verifone_public_key', 'software_name, 'version')

# Test agreement code and keys. Check value in i-f-1-1_availability element (if 0 then no access to server).
response = verifone_client.is_available()

# If method needs a parameters, define them in dictionary
params = {
    's-f-1-30_buyer-first-name': 'Test',
    's-f-1-30_buyer-last-name': 'Tester',
    's-f-1-100_buyer-email-address': 'tester@tester.email,
    's-t-1-30_buyer-phone-number': '123456789',
    's-t-1-255_buyer-external-id': '123456,
}

# Call method with parameters
response = verifone_client.list_saved_payment_methods(params)









          

      

      

    

  

    
      
          
            
  
Contributing

Contributions are welcome, and they are greatly appreciated! Every little bit
helps, and credit will always be given.

You can contribute in many ways:


Types of Contributions


Report Bugs

Report bugs at https://github.com/vilkasgroup/verifone/issues.

If you are reporting a bug, please include:


	Your operating system name and version.


	Any details about your local setup that might be helpful in troubleshooting.


	Detailed steps to reproduce the bug.






Fix Bugs

Look through the GitHub issues for bugs. Anything tagged with “bug” and “help
wanted” is open to whoever wants to implement it.



Implement Features

Look through the GitHub issues for features. Anything tagged with “enhancement”
and “help wanted” is open to whoever wants to implement it.



Write Documentation

Verifone could always use more documentation, whether as part of the
official Verifone docs, in docstrings, or even on the web in blog posts,
articles, and such.



Submit Feedback

The best way to send feedback is to file an issue at https://github.com/vilkasgroup/verifone/issues.

If you are proposing a feature:


	Explain in detail how it would work.


	Keep the scope as narrow as possible, to make it easier to implement.


	Remember that this is a volunteer-driven project, and that contributions
are welcome :)







Get Started!

Ready to contribute? Here’s how to set up verifone for local development.


	Fork the verifone repo on GitHub.


	Clone your fork locally:

$ git clone git@github.com:your_name_here/verifone.git







	Install your local copy into a virtualenv. Assuming you have virtualenvwrapper installed, this is how you set up your fork for local development:

$ mkvirtualenv verifone
$ cd verifone/
$ python setup.py develop







	Create a branch for local development:

$ git checkout -b name-of-your-bugfix-or-feature





Now you can make your changes locally.



	When you’re done making changes, check that your changes pass flake8 and the
tests, including testing other Python versions with tox:

$ flake8 verifone tests
$ python setup.py test or py.test
$ tox





To get flake8 and tox, just pip install them into your virtualenv.



	Commit your changes and push your branch to GitHub:

$ git add .
$ git commit -m "Your detailed description of your changes."
$ git push origin name-of-your-bugfix-or-feature







	Submit a pull request through the GitHub website.






Pull Request Guidelines

Before you submit a pull request, check that it meets these guidelines:


	The pull request should include tests.


	If the pull request adds functionality, the docs should be updated. Put
your new functionality into a function with a docstring, and add the
feature to the list in README.rst.


	The pull request should work for Python 2.7 and 3.6, and for PyPy. Check
https://travis-ci.org/vilkasgroup/Verifone/pull_requests
and make sure that the tests pass for all supported Python versions.






Tips

To run a subset of tests:

$ python -m unittest tests.test_verifone







Deploying

A reminder for the maintainers on how to deploy.
Make sure all your changes are committed (including an entry in HISTORY.rst).
Then run:

$ bumpversion patch # possible: major / minor / patch
$ git push
$ git push --tags





Travis will then deploy to PyPI if tests pass.





          

      

      

    

  

    
      
          
            
  
Credits


Development Lead


	Jaana Sarajärvi <jaana.sarajarvi@vilkas.fi>






Contributors

None yet. Why not be the first?





          

      

      

    

  

    
      
          
            
  
History


0.1.24 (2020-06-29)


	Upadated version of pycryptodome.


	Updated version of requests.


	Updated Pipfile.lock.






0.1.23 (2020-02-21)


	Updated version of requests.






0.1.22 (2019-11-07)


	Fields ‘s-t-1-40_shop-receipt__phase’ and ‘s-t-1-40_submit’ are now excluded from the signature verification process.






0.1.21 (2019-09-11)


	Added ‘l-t-1-20_saved-payment-method-id’ to ‘generate_payment_data’ function.






0.1.20 (2019-05-27)


	Added checking that product name can not be longer than 30 character.






0.1.19 (2019-05-21)


	Updated version of requests.






0.1.18 (2019-04-26)


	Check is endpoint available. If not, use other endpoint.






0.1.17 (2019-04-24)


	Modified logging.






0.1.16 (2019-04-23)


	Updated Pipfile.lock.






0.1.15 (2019-04-15)


	Updated Jinja2 version in Pipfile.






0.1.14 (2019-04-05)


	Updated Pipfile.lock and requirements.






0.1.13 (2019-04-01)


	Updated Pipfile.lock and dev requirements.






0.1.12 (2019-03-26)


	Updated Pipfile.lock and requirements.






0.1.11 (2019-02-28)


	Modified Verifone class. New parameter “return_error_dict” was added.


	Updated test cases.






0.1.10 (2019-02-28)


	Modified method “send_request”. It does not throw anymore error if ‘s-f-1-30_error-message’ is returned.


	Updated Pipfile.lock.






0.1.9 (2019-02-20)


	Updated Pipfile.lock.






0.1.8 (2019-01-07)


	Updated Pipfiles and requirement files. There was security issue in PyYAML module.






0.1.7 (2018-12-17)


	Length of ‘dynamic_feedback’ parameter in method ‘generate_payment_data’.






0.1.6 (2018-12-17)


	Added ‘dynamic_feedback’ to method ‘generate_payment_data’.






0.1.5 (2018-12-14)


	Changes in pycountry module which needed some changes also to Verifone’s country and currency methods.






0.1.4 (2018-11-12)


	Fixed length of extra data fields. External id can be 255 characters and note 36 characters.






0.1.3 (2018-10-26)


	Remove s-t-1-40_shop-order__phase from signature verification.






0.1.2 (2018-09-12)


	Changes in generate_payment_data feature.






0.1.1 (2018-09-06)


	Added post urls for hosted pages.






0.1.0 (2018-08-31)


	First release on PyPI.
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  All modules for which code is available
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  Source code for tests.test_verifone

#!/usr/bin/env python
# -*- coding: utf-8 -*-

"""Tests for `verifone` package."""


import unittest
import logging
import os
from datetime import datetime
from verifone import verifone

try:
    import http.client as http_client
except ImportError:
    import httplib as http_client

# logging
http_client.HTTPConnection.debuglevel = 1
logging.basicConfig()
logging.getLogger().setLevel(logging.DEBUG)
requests_log = logging.getLogger("requests.packages.urllib3")
requests_log.setLevel(logging.DEBUG)
requests_log.propagate = True


[docs]class TestVerifone(unittest.TestCase):
    """ Test for Verifone package. """

[docs]    @classmethod
    def setUpClass(cls):
        """ Set up our Verifone client for tests. It requires the following environment variables: AGREEMENTCODE, RSAPRIVATEKEY and EMAIL """
        cls._verifone_client = verifone.Verifone(os.environ.get('AGREEMENTCODE'), os.environ.get('RSAPRIVATEKEY'), os.environ.get('RSAVERIFONEPUBLICKEY'), "IntegrationTest", "6.0.37")
        cls._test_requests = os.environ.get('TESTSENDINGREQUEST')
        cls._verifone_client_2 = verifone.Verifone(os.environ.get('AGREEMENTCODE'), os.environ.get('RSAPRIVATEKEY'), os.environ.get('RSAVERIFONEPUBLICKEY'), "IntegrationTest", "6.0.37", return_error_dict=1)


[docs]    def test_001_create_object_with_defaults(self):
        """ Test creating a new object with default values """
        self.assertTrue(self._verifone_client._currency == "EUR")
        self.assertTrue(self._verifone_client._test_mode == 0)


[docs]    def test_002_get_endpoint(self):
        """ Test to get endpoint url and change to test mode """
        self.assertEqual(self._verifone_client.endpoint, 'https://epayment1.point.fi/pw/serverinterface')

        self._verifone_client._test_mode = 1
        self.assertEqual(self._verifone_client.endpoint, 'https://epayment.test.point.fi/pw/serverinterface')
        self.assertTrue(self._verifone_client._test_mode == 1)


[docs]    def test_003_create_object_wrong_currency(self):
        """ Test creating a new object with wrong currency, so default currency should be used """
        default_currency = 'EUR'
        verifone_cl = verifone.Verifone('test_apikey', '1234', 'Test', 'IntegrationTest', '6.0.37', 'euro')
        self.assertEqual(verifone_cl._currency, default_currency)

        verifone_cl = verifone.Verifone('test_apikey', '1234', 'Test', 'IntegrationTest', '6.0.37', 'eu1')
        self.assertEqual(verifone_cl._currency, default_currency)

        verifone_cl = verifone.Verifone('test_apikey', '1234', 'Test', 'IntegrationTest', '6.0.37', '€')
        self.assertEqual(verifone_cl._currency, default_currency)

        verifone_cl = verifone.Verifone('test_apikey', '1234', 'Test', 'IntegrationTest', '6.0.37', 'abc')
        self.assertNotEqual(verifone_cl._currency, default_currency)


[docs]    def test_004_create_object_currency_lower(self):
        """ Test creating a new object with currency in lower case """
        verifone_cl = verifone.Verifone('test_apikey', '1234', 'Test', 'IntegrationTest', '6.0.37', 'eur')
        self.assertEqual(verifone_cl._currency, 'EUR')


[docs]    def test_005_update_currency(self):
        """ Test that currency is updated """
        new_value = "SEK"
        self._verifone_client.currency = new_value
        self.assertEqual(self._verifone_client._currency, new_value)

        with self.assertRaises(ValueError):
            self._verifone_client.currency = "Euro"

        with self.assertRaises(ValueError):
            self._verifone_client.currency = ""

        with self.assertRaises(ValueError):
            self._verifone_client.currency = "kr3"

        with self.assertRaises(ValueError):
            self._verifone_client.currency = "€"

        new_value = "abc"
        self._verifone_client.currency = new_value
        self.assertEqual(self._verifone_client._currency, new_value.upper())

        self._verifone_client._currency = "abc"
        with self.assertRaises(ValueError):
            self._verifone_client.currency

        new_value = "eur"
        self._verifone_client.currency = new_value
        self.assertEqual(self._verifone_client._currency, new_value.upper())
        self.assertEqual(self._verifone_client.currency, '978')


[docs]    def test_006_is_available(self):
        """ Test connection to Verifone server """
        if (self._test_requests == "1"):
            response = self._verifone_client.is_available()
            self.assertTrue(response['i-f-1-1_availability'] == '2')

            self._verifone_client._test_mode = 1
            response = self._verifone_client.is_available()
            self.assertTrue(response['i-f-1-1_availability'] == '2')


[docs]    def test_007_get_payment_methods(self):
        """ Test to get all available payment methods """
        if (self._test_requests == "1"):
            response = self._verifone_client.list_payment_methods()
            self.assertIsNotNone(response['s-t-1-30_payment-method-code-0'])


[docs]    def test_008_list_saved_payment_methods(self):
        """ Test to get saved payment methods """
        if (self._test_requests == "1"):
            params = {
                's-f-1-30_buyer-first-name': 'Test',
                's-f-1-30_buyer-last-name': 'Tester',
                's-f-1-100_buyer-email-address': os.environ.get('EMAIL'),
                's-t-1-30_buyer-phone-number': '123456789',
                's-t-1-255_buyer-external-id': os.environ.get('EXTERNALID'),
            }
            response = self._verifone_client.list_saved_payment_methods(params)
            self.assertTrue('l-t-1-20_payment-method-id-0' in response)


[docs]    def test_009_remove_saved_payment_method(self):
        """ Test to remove saved payment method when saved payment method is wrong """
        if (self._test_requests == "1"):
            response = self._verifone_client.remove_saved_payment_method(123456)
            self.assertEqual(response['l-t-1-10_removed-count'], '0')


[docs]    def test_010_generate_payment_data(self):
        """ Test to generate payment data """
        customer_id = '1234567890asdfghjklp-1234567890zxcvbnmklo'
        note = "Note"

        params = {
            'order_number': '58459',
            'order_timestamp': '2018-08-02 09:14:12',
            'payment_timestamp': '2018-08-02 11:59:16',
            'locale': 'fi_FI',
            'amount_gross': 1.51,
            'amount_net': 1.22,
            'vat_amount': 0.29,
            'first_name': 'Test',
            'last_name': 'Tester',
            'email': 'test@test.test',
            'phone': '1212121212121212',
            'address': 'Test Street 4',
            'postal_code': 33200,
            'city': 'Tampere',
            'country': 'fi',
            'style': '',
            'cancel_url': 'https://cancel.url',
            'error_url': 'https://error.url',
            'expired_url': 'https://expired.url',
            'rejected_url': 'https://rejected.url',
            'success_url': 'https://success.url',
            'success_url_server': 'https://server.success.url',
            'save_method': 3,
            'payment_method': 'nordea-e-payment',
            'customer_id': customer_id,
            'note': note,
            'products': [
                {
                    'name': 'er_7142303001',
                    'pieces': 1,
                    'discount': 0,
                    'vat': 24.00,
                    'amount_gross': 1.51,
                    'amount_net': 1.22,
                    'unit_cost_gross': 1.51,
                },
            ],
            'dynamic_feedback': 's-t-1-4_error-code,i-t-6-6_card-pan-first6,i-t-4-4_card-pan-last4',
        }

        data = self._verifone_client.generate_payment_data(params)
        self.assertTrue('s-t-256-256_signature-one' in data)
        self.assertIsNotNone(data['s-t-256-256_signature-one'])
        self.assertTrue('s-t-256-256_signature-two' in data)
        self.assertIsNotNone(data['s-t-256-256_signature-two'])

        self.assertEqual(data['l-f-1-20_order-gross-amount'], 151)
        self.assertEqual(data['l-f-1-20_order-net-amount'], 122)
        self.assertEqual(data['l-f-1-20_order-vat-amount'], 29)
        self.assertEqual(data['s-t-1-255_buyer-external-id'], customer_id)
        self.assertEqual(data['s-t-1-36_order-note'], note)
        self.assertIsNotNone(data['s-t-1-1024_dynamic-feedback'])

        self.assertEqual(data['s-t-1-30_bi-name-0'], 'er_7142303001')
        self.assertEqual(len(data['s-t-1-30_bi-name-0']), 13)


[docs]    def test_011_generate_payment_data(self):
        """ Test to generate payment data when all data is not defined """
        params = {
            'order_number': '58459',
            'locale': 'fi_FI',
            'first_name': 'Test',
            'last_name': 'Tester',
            'email': 'test@test.test',
            'cancel_url': 'https://cancel.url',
            'error_url': 'https://error.url',
            'expired_url': 'https://expired.url',
            'rejected_url': 'https://rejected.url',
            'success_url': 'https://success.url',
            'success_url_server': 'https://server.success.url',
            'skip_confirmation': 1,
            'country': '246',
            'products': [
                {
                    'name': 'er_7142303001',
                    'pieces': 1,
                    'vat': 24.00,
                },
            ]
        }

        data = self._verifone_client.generate_payment_data(params)
        self.assertTrue('s-t-1-30_style-code' in data)
        self.assertTrue('i-t-1-1_skip-confirmation-page' in data)
        self.assertEqual(data['i-t-1-1_skip-confirmation-page'], 1)
        self.assertEqual(data['i-t-1-3_delivery-address-country-code'], '246')


[docs]    def test_012_generate_payment_link(self):
        """ Test to generate payment link """
        if (self._test_requests == "1"):
            params = {
                'locale-f-2-5_payment-locale': 'fi_FI',
                't-f-14-19_order-expiry-timestamp': '2018-10-02 09:14:12',
                's-f-1-36_order-number': '1234',
                't-f-14-19_order-timestamp': '2018-08-03 04:58:22',
                's-t-1-36_order-note': 'Test payment',
                'i-f-1-3_order-currency-code': '978',
                'l-f-1-20_order-gross-amount': '7602',
                'l-f-1-20_order-net-amount': '6131',
                'l-f-1-20_order-vat-amount': '1471',
                's-t-1-30_payment-method-code': 'visa',
                's-t-1-36_payment-link-number': '1234567',
                's-f-1-32_payment-link-delivery-mode': 'email',
                's-f-1-30_buyer-first-name': "Test",
                's-f-1-30_buyer-last-name': "Tester",
                's-t-1-30_buyer-phone-number': '1234567890',
                's-f-1-100_buyer-email-address': os.environ.get('EMAIL'),
                's-t-1-30_delivery-address-line-one': "Test Street 3",
                's-t-1-30_delivery-address-city': "Tampere",
                's-t-1-30_delivery-address-postal-code': "33210",
                'i-t-1-3_delivery-address-country-code': 'fi',
                's-t-1-30_bi-name-0': 'Test Product',  # can be 0-50 items
                'l-t-1-20_bi-unit-gross-cost-0': '7602',
                'i-t-1-11_bi-unit-count-0': '1',
                'l-t-1-20_bi-gross-amount-0': '7602',
                'l-t-1-20_bi-net-amount-0': '6131',
                'i-t-1-4_bi-vat-percentage-0': '2400',
                'i-t-1-4_bi-discount-percentage-0': 0,
            }
            with self.assertRaises(ValueError):
                self._verifone_client.generate_payment_link(params)

            result = self._verifone_client_2.generate_payment_link(params)
            self.assertTrue('s-f-1-30_error-message' in result)


[docs]    def test_013_get_payment_link_status(self):
        """ Test to get payment link status. """
        if (self._test_requests == "1"):
            with self.assertRaises(ValueError):
                self._verifone_client.get_payment_link_status(12345678)
            
            result = self._verifone_client_2.get_payment_link_status(12345678)
            self.assertTrue('s-f-1-30_error-message' in result)


[docs]    def test_014_reactivate_payment_link(self):
        """ Test to reactivate payment link. """
        if (self._test_requests == "1"):
            current_time = datetime.now()
            timestamp = current_time.strftime('%Y-%m-%d %H:%M:%S')

            with self.assertRaises(ValueError):
                self._verifone_client.reactivate_payment_link(12345678, timestamp)
            
            result = self._verifone_client_2.reactivate_payment_link(12345678, timestamp)
            self.assertTrue('s-f-1-30_error-message' in result)


[docs]    def test_015_process_payment(self):
        """ Test to process payment """
        if (self._test_requests == "1"):
            params = {
                's-f-1-30_buyer-first-name': 'Test',
                's-f-1-30_buyer-last-name': 'Tester',
                's-f-1-100_buyer-email-address': os.environ.get('EMAIL'),
                's-t-1-30_buyer-phone-number': '123456789',
                's-t-1-255_buyer-external-id': os.environ.get('EXTERNALID'),
            }
            response = self._verifone_client.list_saved_payment_methods(params)
            saved_payment_id = response['l-t-1-20_payment-method-id-0']
            self.assertIsNotNone(saved_payment_id)

            params = {
                'locale-f-2-5_payment-locale': 'fi_FI',
                's-f-1-36_order-number': '1234',
                'l-f-1-20_order-gross-amount': 2391,
                's-f-1-30_buyer-first-name': "Test",
                's-f-1-30_buyer-last-name': "Tester",
                's-t-1-30_buyer-phone-number': 123456789,
                's-f-1-100_buyer-email-address': os.environ.get('EMAIL'),
                's-t-1-30_delivery-address-line-one': "Test Street 3",
                's-t-1-30_delivery-address-city': "Tampere",
                's-t-1-30_delivery-address-postal-code': "33210",
                'i-t-1-3_delivery-address-country-code': 'FI',
                's-t-1-30_bi-name-0': 'Test Product',
                'l-t-1-20_bi-unit-gross-cost-0': 2391,
                'i-t-1-11_bi-unit-count-0': 1,
                'l-t-1-20_bi-gross-amount-0': 2391,
                'l-t-1-20_bi-net-amount-0': 1928,
                'i-t-1-4_bi-vat-percentage-0': 2400,
                'i-t-1-4_bi-discount-percentage-0': 0,
                's-t-1-255_buyer-external-id': os.environ.get('EXTERNALID'),
                'l-t-1-20_saved-payment-method-id': saved_payment_id,
            }
            response = self._verifone_client.process_payment(params)
            self.assertTrue('l-f-1-20_transaction-number' in response)
            self.assertIsNotNone(response['l-f-1-20_transaction-number'])


[docs]    def test_016_list_transaction_numbers(self):
        """ Test to get transaction numbers for one order. """
        if (self._test_requests == "1"):
            response = self._verifone_client.list_transaction_numbers("1234")
            self.assertTrue('l-f-1-20_transaction-number-0' in response)


[docs]    def test_017_get_payment_status(self):
        """ Test to get payment status """
        if (self._test_requests == "1"):
            response = self._verifone_client.list_transaction_numbers("1234")
            transaction_id = response['l-f-1-20_transaction-number-0']
            self.assertIsNotNone(transaction_id)

            params = {
                's-f-1-30_payment-method-code': 'visa',
                'l-f-1-20_transaction-number': transaction_id,
            }

            response = self._verifone_client.get_payment_status(params)
            self.assertTrue('s-f-1-30_payment-status-code' in response)


[docs]    def test_018_refund_payment(self):
        """ Test to refund payment """
        if (self._test_requests == "1"):
            response = self._verifone_client.list_transaction_numbers("1234")
            transaction_id = response['l-f-1-20_transaction-number-0']
            self.assertIsNotNone(transaction_id)

            params = {
                'l-f-1-20_refund-amount': 1,
                's-f-1-30_payment-method-code': 'visa',
                'l-f-1-20_transaction-number': transaction_id,
            }

            response = self._verifone_client.refund_payment(params)
            self.assertTrue('l-f-1-20_transaction-number' in response)


[docs]    def test_019_cancel_payment(self):
        """ Test to cancel payment. """
        if (self._test_requests == "1"):
            params = {
                's-f-1-30_payment-method-code': 'visa',
                'l-f-1-20_transaction-number': '123456',
            }
            with self.assertRaises(ValueError):
                self._verifone_client.cancel_payment(params)
            
            result = self._verifone_client_2.cancel_payment(params)
            self.assertTrue('s-f-1-30_error-message' in result)


[docs]    def test_020_process_supplementary(self):
        """ Test to process supplementary. """
        if (self._test_requests == "1"):
            params = {
                'l-f-1-20_original-transaction-number': '123456',
                's-f-1-30_payment-method-code': 'visa',
                'l-f-1-20_order-gross-amount': 500,
            }
            with self.assertRaises(ValueError):
                self._verifone_client.process_supplementary(params)

            result = self._verifone_client_2.process_supplementary(params)
            self.assertTrue('s-f-1-30_error-message' in result)
            self.assertEqual(result['s-f-1-30_error-message'],'invalid-transaction-number')



[docs]    def test_021_get_endpoint(self):
        """ Test for getting endpoints """
        verifone_cl = verifone.Verifone('test_apikey', '1234', 'Test', 'IntegrationTest', '6.0.37', 'eur')
        self.assertEqual(verifone_cl.endpoint, 'https://epayment1.point.fi/pw/serverinterface')
        self.assertEqual(verifone_cl.endpoint2, 'https://epayment2.point.fi/pw/serverinterface')

        verifone_cl.test_mode = 1
        self.assertEqual(verifone_cl.endpoint, 'https://epayment.test.point.fi/pw/serverinterface')
        self.assertEqual(verifone_cl.endpoint2, 'https://epayment.test.point.fi/pw/serverinterface')


[docs]    def test_022_save_test_mode(self):
        """ Test for save test mode """
        verifone_cl = verifone.Verifone('test_apikey', '1234', 'Test', 'IntegrationTest', '6.0.37', 'eur')
        self.assertEqual(verifone_cl.test_mode, 0)

        verifone_cl.test_mode = 1
        self.assertEqual(verifone_cl.test_mode, 1)

        with self.assertRaises(ValueError):
            verifone_cl.test_mode = 3

        verifone_cl.test_mode = None
        self.assertEqual(verifone_cl.test_mode, 0)


[docs]    def test_023_get_endpoint(self):
        """ Test for getting post urls """
        verifone_cl = verifone.Verifone('test_apikey', '1234', 'Test', 'IntegrationTest', '6.0.37', 'eur')
        self.assertIsNotNone(verifone_cl.posturl)

        self.assertEqual(verifone_cl.posturl1, 'https://epayment1.point.fi/pw/payment')
        self.assertEqual(verifone_cl.posturl2, 'https://epayment2.point.fi/pw/payment')

        verifone_cl.test_mode = 1
        self.assertIsNotNone(verifone_cl.posturl)
        self.assertEqual(verifone_cl.posturl1, 'https://epayment.test.point.fi/pw/payment')
        self.assertEqual(verifone_cl.posturl2, 'https://epayment.test.point.fi/pw/payment')


[docs]    def test_024_build_product_data(self):
        """ Test building product data """
        params = [{
            'name': 'er_7142303001',
            'pieces': 1,
            'discount': 10,
            'vat': 24.00,
            'amount_net': 1.22,
            'unit_cost_gross': 1.51,
        }]
        response = self._verifone_client.build_product_data(params)
        self.assertTrue('l-t-1-20_bi-unit-gross-cost-0' in response)
        self.assertTrue('l-t-1-20_bi-net-amount-0' in response)
        self.assertEqual(response['i-t-1-4_bi-discount-percentage-0'], 1000)

        params = [{
            'name': 'er_7142303001',
            'pieces': 1,
            'vat': 24.00,
        }]
        response = self._verifone_client.build_product_data(params)
        self.assertEqual(response['i-t-1-4_bi-discount-percentage-0'], 0)
        self.assertEqual(response['i-t-1-4_bi-vat-percentage-0'], 2400)
        self.assertEqual(response['i-t-1-11_bi-unit-count-0'], 1)


[docs]    def test_025_verify_response(self):
        """ Test to verify response with extra data. """
        response = {
            'i-f-1-11_interface-version': '5',
            'l-f-1-20_request-id': '2018102613094825567',
            'l-f-1-20_response-id': '2018102613094825567',
            'l-f-1-20_transaction-number': '2110929913',
            's-f-1-10_software-version': '1.74.1.238',
            's-f-1-30_operation': 'refund-payment',
            's-f-1-30_payment-method-code': 'visa',
            's-t-256-256_signature-one': '79C10BC83D94746C2A0859645EB476A73DBE2653C6B24C403CEB9017A759A330F7488AFF549E5AA861E8B6A8962B752B5066651F9C530277ABCAC04C25731EA17B220A638567403035B4A82D6C4CB96DE3F68DF0A089761030CF6766D7811B6895064C90DEC59A796BB3531D5F7C4C3E60B052D3642D35513D29EB89919F8434',
            's-t-256-256_signature-two': 'ACB93737CB1DB0D0C7DDCA62DFC921095D2465A751F39F95A9E660B423A4DBF83C7C50914E803019B9884388D336340E18D028F4D58B4C0320EBBC069D0F1402B028ECCB04AD615340670C200062A4C7BDBD2293C44B091E6379B253866BA751BACA133BA58A89125E58DF92E7ABE0E548521565DE05DBAFE5A487F9C9E451B7',
            't-f-14-19_response-timestamp': '2018-10-26 10:09:48',
            's-t-1-40_shop-order__phase': 'Takaisin tilaukseen'
        }

        result = self._verifone_client.verify_response(response) 
        self.assertTrue(result)


[docs]    def test_026_verify_incorrect_signature(self):
        """ Test to verify incorrect signature """
        result = self._verifone_client.verify_signature("signature", 'SHA123', "Test")
        self.assertFalse(result)


[docs]    def test_027_check_currency(self):
        """ Test that currency is valid """
        current_currency = self._verifone_client._currency 
        new_value = "123"
        currency = self._verifone_client.check_currency(new_value)
        self.assertEqual(current_currency, currency)


[docs]    def test_028_process_payment(self):
        """ Test to process payment when 's-t-1-30_bi-name-0' data is longer than Verifone accepts """
        if (self._test_requests == "1"):
            params = {
                's-f-1-30_buyer-first-name': 'Test',
                's-f-1-30_buyer-last-name': 'Tester',
                's-f-1-100_buyer-email-address': os.environ.get('EMAIL'),
                's-t-1-30_buyer-phone-number': '123456789',
                's-t-1-255_buyer-external-id': os.environ.get('EXTERNALID'),
            }
            response = self._verifone_client.list_saved_payment_methods(params)
            saved_payment_id = response['l-t-1-20_payment-method-id-0']
            self.assertIsNotNone(saved_payment_id)

            params = {
                'locale-f-2-5_payment-locale': 'fi_FI',
                's-f-1-36_order-number': '1234',
                'l-f-1-20_order-gross-amount': 2391,
                's-f-1-30_buyer-first-name': "Test",
                's-f-1-30_buyer-last-name': "Tester",
                's-t-1-30_buyer-phone-number': 123456789,
                's-f-1-100_buyer-email-address': os.environ.get('EMAIL'),
                's-t-1-30_delivery-address-line-one': "Test Street 3",
                's-t-1-30_delivery-address-city': "Tampere",
                's-t-1-30_delivery-address-postal-code': "33210",
                'i-t-1-3_delivery-address-country-code': 'FI',
                's-t-1-30_bi-name-0': 'Test Product: test with long product name',
                'l-t-1-20_bi-unit-gross-cost-0': 2391,
                'i-t-1-11_bi-unit-count-0': 1,
                'l-t-1-20_bi-gross-amount-0': 2391,
                'l-t-1-20_bi-net-amount-0': 1928,
                'i-t-1-4_bi-vat-percentage-0': 2400,
                'i-t-1-4_bi-discount-percentage-0': 0,
                's-t-1-255_buyer-external-id': os.environ.get('EXTERNALID'),
                'l-t-1-20_saved-payment-method-id': saved_payment_id,
            }
            response = self._verifone_client.process_payment(params)
            self.assertTrue('l-f-1-20_transaction-number' in response)
            self.assertIsNotNone(response['l-f-1-20_transaction-number'])


[docs]    def test_029_generate_payment_data(self):
        """ Test to generate payment data with too long product names """
        params = {
            'order_number': '58459',
            'locale': 'fi_FI',
            'first_name': 'Test',
            'last_name': 'Tester',
            'email': 'test@test.test',
            'cancel_url': 'https://cancel.url',
            'error_url': 'https://error.url',
            'expired_url': 'https://expired.url',
            'rejected_url': 'https://rejected.url',
            'success_url': 'https://success.url',
            'success_url_server': 'https://server.success.url',
            'skip_confirmation': 1,
            'country': '246',
            'products': [
                {
                    'name': 'Test Product: test with long product name',
                    'pieces': 1,
                    'vat': 24.00,
                },
                {
                    'name': 'Test Product 2: test with long product name',
                    'pieces': 1,
                    'vat': 24.00,
                },
            ]
        }

        data = self._verifone_client.generate_payment_data(params)
        self.assertEqual(data['s-t-1-30_bi-name-0'], 'Test Product: test with long p')
        self.assertEqual(len(data['s-t-1-30_bi-name-0']), 30)
        self.assertEqual(data['s-t-1-30_bi-name-1'], 'Test Product 2: test with long')
        self.assertEqual(len(data['s-t-1-30_bi-name-1']), 30)


[docs]    def test_030_generate_payment_data(self):
        """ Test to generate payment data when customer id is defined """
        params = {
            'order_number': '58459',
            'locale': 'fi_FI',
            'first_name': 'Test',
            'last_name': 'Tester',
            'email': 'test@test.test',
            'cancel_url': 'https://cancel.url',
            'error_url': 'https://error.url',
            'expired_url': 'https://expired.url',
            'rejected_url': 'https://rejected.url',
            'success_url': 'https://success.url',
            'success_url_server': 'https://server.success.url',
            'skip_confirmation': 1,
            'country': '246',
            'customer_id': 'testi123456',
            'products': [
                {
                    'name': 'Test Product: test with long product name',
                    'pieces': 1,
                    'vat': 24.00,
                },
            ]
        }

        data = self._verifone_client.generate_payment_data(params)
        self.assertEqual(data['s-t-1-255_buyer-external-id'], 'testi123456')


[docs]    def test_031_generate_payment_data(self):
        """ Test to generate payment data when saved payment method id is defined """
        params = {
            'order_number': '58459',
            'locale': 'fi_FI',
            'first_name': 'Test',
            'last_name': 'Tester',
            'email': 'test@test.test',
            'cancel_url': 'https://cancel.url',
            'error_url': 'https://error.url',
            'expired_url': 'https://expired.url',
            'rejected_url': 'https://rejected.url',
            'success_url': 'https://success.url',
            'success_url_server': 'https://server.success.url',
            'skip_confirmation': 1,
            'country': '246',
            'customer_id': 'testi123456',
            'saved_payment_method_id': 'test123456',
            'products': [
                {
                    'name': 'Test Product: test with long product name',
                    'pieces': 1,
                    'vat': 24.00,
                },
            ]
        }

        data = self._verifone_client.generate_payment_data(params)
        self.assertEqual(data['l-t-1-20_saved-payment-method-id'], 'test123456')




if __name__ == '__main__':
    unittest.main(verbosity=2)




          

      

      

    

  

    
      
          
            
  Source code for verifone.verifone

# -*- coding: utf-8 -*-

"""Main module."""
import logging
from datetime import datetime
from random import randrange
from Crypto.PublicKey import RSA
from Crypto.Hash import SHA512, SHA, SHA256
from Crypto.Signature import PKCS1_v1_5
import binascii
import requests
import pycountry

try:
    import urllib.parse
except ImportError:
    import urllib

logs = logging.getLogger(__name__)


[docs]class Verifone(object):
    """ Class for Verifone payment API.

    Following packages need to be installed:
     - pycryptodome
     - pycountry
     - requests

    :param agreement_code: merchant agreement code, string with length of 1-36 characters
    :param RSA_private_key: RSA private key, string
    :param RSA_verifone_public_key: Verifone's RSA public key, string
    :param currency: currency code with three letters, default is EUR, string
    :param software_name: name of the web shop software, string with length of 1-30 characters
    :param version: version of the web shop software, string with length of 1-10 characters
    :param interface_version: version of the payment interface, string with length of 1-11 numeric characters
    :param test_mode: 1 if use test server, default is 0, boolean
    :param return_error_dict: if 1 then returns data received from Verifone also when error occurs. 
        If value is 0, then raise an error. Default is 0, boolean
    :rtype: object
    """
    _default_currency = 'EUR'

    def __init__(self, agreement_code, RSA_private_key, RSA_verifone_public_key, software_name, version, currency=_default_currency, interface_version='5', test_mode=0, return_error_dict=0):
        """ Initialize Verifone client. """
        currency = self.check_currency(currency)

        self._agreement_code = agreement_code
        self._RSA_private_key = RSA_private_key
        self._RSA_verifone_public_key = RSA_verifone_public_key
        self._software_name = software_name
        self._version = version
        self._interface_version = interface_version
        self._currency = currency
        self._test_mode = test_mode
        self._return_error_dict = return_error_dict

    @property
    def endpoint(self):
        """ Return endpoint.

        :return: endpoint, string
        """
        if self._test_mode:
            return 'https://epayment.test.point.fi/pw/serverinterface'
        return 'https://epayment1.point.fi/pw/serverinterface'

    @property
    def endpoint2(self):
        """ Return endpoint (node2). Verifone has 2 production environment URLs 
        so if first one does not answer, this can be used instead.

        :return: endpoint, string
        """
        if self._test_mode:
            return 'https://epayment.test.point.fi/pw/serverinterface'
        return 'https://epayment2.point.fi/pw/serverinterface'

    @property
    def posturl1(self):
        """ Return post url (Verifone node 1).

        :return: post url, string
        """
        if self._test_mode:
            return 'https://epayment.test.point.fi/pw/payment'
        return 'https://epayment1.point.fi/pw/payment'

    @property
    def posturl2(self):
        """ Return post url (Verifone node 2).

        :return: post url, string
        """
        if self._test_mode:
            return 'https://epayment.test.point.fi/pw/payment'
        return 'https://epayment2.point.fi/pw/payment'

    @property
    def posturl(self):
        """ Return post url. If production mode is used, then check that endpoint is available.
        If not use another endpoint.

        :return: post url, string
        """
        if self._test_mode:
            return 'https://epayment.test.point.fi/pw/payment'

        url = self.posturl1
        response = requests.post(url)
        logs.debug("Ping response from Verifone: %s", response)

        if response.status_code != 200:
            url = self.posturl2
            response = requests.post(url)
            logs.debug("Ping response from Verifone: %s", response)

        return url

    @property
    def test_mode(self):
        """ Return 1 if client is in test mode.

        :return: 1 if is in test mode, integer
        """
        return self._test_mode

    @test_mode.setter
    def test_mode(self, value):
        """ Method saves a new test_mode value.

        :param value: test mode, value can be 1 (test mode) or 0 (production), integer

        :return: None
        """
        if not value:
            value = 0
        elif value != 0 and value != 1:
            logs.debug("Wrong value for test mode")
            raise ValueError("Test mode can be 1 or 0")
        self._test_mode = value

    @property
    def currency(self):
        """ Method returns currency code.

        :return: currency, numeric ISO 4217 currency code
        """
        try:
            currency_data = pycountry.currencies.get(alpha_3 = self._currency)
        except KeyError:
            logs.debug("Wrong currency saved: " + self._currency)
            raise ValueError("Incorrect currency")

        if currency_data is None:
            raise ValueError("Incorrect currency")

        return currency_data.numeric

    @currency.setter
    def currency(self, value):
        """ Method saves a new currency code if value is defined and it is in a correct format.

        :param value: new currency code, with three letters
        :return: None
        """
        if not value:
            logs.debug("Mandatory currency can not be empty.")
            raise ValueError("Mandatory currency can not be empty")
        elif len(value) != 3:
            logs.debug("The length of the currency code is not 3.")
            raise ValueError("The length of the currency code is not 3")
        elif not value.isalpha():
            logs.debug("Only letters are allowed.")
            raise ValueError("Only letters are allowed")

        value = value.upper()

        try:
            pycountry.currencies.get(alpha_3 = value)
        except:
            raise ValueError("Incorrect currency")

        self._currency = value

[docs]    def check_currency(self, currency):
        """ Method checks that currency is a valid currency code. If not then
        default currency code is used.

        :param currency: new currency code, with three letters
        :return: currency code, with three letters
        """
        if (not currency) or (len(currency) != 3) or (not currency.isalpha()):
            logs.debug("Default currency is used instead of " + currency)
            currency = self._default_currency

        currency = currency.upper()

        try:
            pycountry.currencies.get(alpha_3 = currency)
        except KeyError:
            logs.debug("Default currency is used instead of " + currency)
            currency = self._default_currency

        return currency


[docs]    def is_available(self):
        """ Method can be used to test connectivity, signatures and requesting availability status of server interface.

        :return: response from Verifone, dictionary
            - i-f-1-1_availability: 0 = No access to Server Interface has been granted by Verifone
                                    1 = Express level access to Server Interface
                                    2 = Advanced level access to Server Interface
        """
        options = {
            "s-f-1-30_operation": "is-available",
        }

        return self.send_request(options)


[docs]    def list_payment_methods(self):
        """ Method gets available payment methods and their amount limits.

        :return: available payment methods, dictionary
            - s-t-1-30_payment-method-code-<N>: the payment method code
            - l-t-1-20_payment-method-min-<N>: minimum amount for the payment method
            - l-t-1-20_payment-method-max-<N>: maximum amount for the payment method
            - s-t-1-30_payment-method-type-<N>: type of the payment method
        """
        options = {
            "s-f-1-30_operation": "list-payment-methods",
            "i-f-1-3_currency-code": self.currency,
        }

        return self.send_request(options)


[docs]    def cancel_payment(self, data):
        """ Method cancels the payment

        :param data: data for cancelling, dictionary
            - s-f-1-30_payment-method-code: the used payment method code, string
            - l-f-1-20_transaction-number: transaction number identifying the payment transaction, string
            - s-t-1-1024_dynamic-feedback: list of parameters to be added to response if available (optional)
        :return: status for cancelling, dictionary
        """
        options = {
            "s-f-1-30_operation": "cancel-payment",
        }

        # merge data to request options
        options.update(data)

        return self.send_request(options)


[docs]    def list_saved_payment_methods(self, data):
        """ Method gets saved payment methods for given buyer.

        :param data: data for search saved payment methods, dictionary
            - s-f-1-30_buyer-first-name: first name
            - s-f-1-30_buyer-last-name: last name
            - s-f-1-100_buyer-email-address: email address
            - s-t-1-30_buyer-phone-number: phone number (optional)
            - s-t-1-255_buyer-external-id: buyer's external id (optional)
            - s-t-1-30_delivery-address-line-one: street, 1-30 characters (optional)
            - s-t-1-30_delivery-address-line-two: delivery address extension, 1-30 characters (optional)
            - s-t-1-30_delivery-address-line-three: delivery address extension, 1-30 characters (optional)
            - s-t-1-30_delivery-address-city: city, 1-30 characters (optional)
            - s-t-1-30_delivery-address-postal-code: postal code, 1-30 characters (optional)
            - i-t-1-3_delivery-address-country-code: country code with 1-3 characters, ISO 3166 (optional)
            - s-t-1-30_recurring-payment-subscription: subscription code for recurring payment, 1-30 characters (optional)
        :return: available payment methods, dictionary
            - s-t-1-30_payment-method-code-<N>: the payment method code
            - l-t-1-20_payment-method-id-<N>: payment method id
            - s-t-1-30_payment-method-title-<N>: title for the payment method
            - s-t-1-6_card-expected-validity-<N>: card validity
        """
        options = {
            "s-f-1-30_operation": "list-saved-payment-methods",
        }

        # merge data to request options
        options.update(data)

        return self.send_request(options)


[docs]    def remove_saved_payment_method(self, payment_id):
        """ Method removes saved payment method.

        :param payment_id: payment method id, integer
        :return: status for removing, dictionary
            - l-t-1-10_removed-count: 0 = Payment method not removed,
                                      1 = Payment method removed
        """
        options = {
            "s-f-1-30_operation": "remove-saved-payment-method",
            "l-t-1-20_saved-payment-method-id": payment_id,
        }

        return self.send_request(options)


[docs]    def refund_payment(self, data):
        """ Method refunds payment. Refund is supported for card, electronic and invoice payments.

        :param data: data for refunding, dictionary
            - l-f-1-20_refund-amount: amount to refund, integer
            - s-f-1-30_payment-method-code: the used payment method code, string
            - l-f-1-20_transaction-number: transaction number identifying the payment transaction, string
            - s-t-1-36_order-note: note for the payment, 1-36 characters (optional)
            - s-t-1-1024_dynamic-feedback: list of parameters to be added to response if available (optional)
        :return: status for refunding, dictionary
        """
        options = {
            "s-f-1-30_operation": "refund-payment",
            "i-f-1-3_refund-currency-code": self.currency,
        }

        # merge data to request options
        options.update(data)

        return self.send_request(options)


[docs]    def process_payment(self, data):
        """ Method sends payment data to Verifone.

        :param data: data added to payment request, dictionary
            - locale-f-2-5_payment-locale: locale for the customer, string
            - t-f-14-19_payment-timestamp: UTC timestamp defining the payment start time, format is yyyy-MM-dd HH:mm:ss, string (optional)
            - s-f-1-36_order-number: order number, length is 1-36 characters, string
            - t-f-14-19_order-timestamp: UTC time defining orders time in format yyyy-MM-dd HH:mm:ss, string (optional)
            - s-t-1-36_order-note: note, 1-36 characters (optional)
            - l-f-1-20_order-gross-amount: total amount including taxes and discount with two decimal precision (for example 100 means 1 EUR), integer
            - s-f-1-30_buyer-first-name: the first name of the customer with 1-30 characters, string
            - s-f-1-30_buyer-last-name: the last name of the customer with 1-30 characters, string
            - s-t-1-30_buyer-phone-number: the phone number of the customer with 1-30 characters, string (optional)
            - s-f-1-100_buyer-email-address: the email of the customer with 1-100 characters, string
            - s-t-1-255_buyer-external-id: identifier for the customer with 1-255 characters, string (optional)
            - s-t-1-30_delivery-address-line-one: delivery address, string (optional)
            - s-t-1-30_delivery-address-line-two: delivery address, string (optional)
            - s-t-1-30_delivery-address-line-three: delivery address, string (optional)
            - s-t-1-30_delivery-address-city: city for the delivery address, string (optional)
            - s-t-1-30_delivery-address-postal-code: postal code for the delivery address, string (optional)
            - i-t-1-3_delivery-address-country-code: country code of the delivery address, string with 2 character or numeric ISO 3166  (optional)
            - l-t-1-20_saved-payment-method-id: ID of the saved payment method with 1-20 characters, string (optional)
            - i-t-1-1_recurring-payment: is payment recurring payment, integer (optional)
                0: Not recurring payment
                1: Recurring payment
            - i-t-1-1_deferred-payment: is payment deferred payment, integer (optional)
                0: Not deferred payment
                1: Deferred payment
            - s-f-1-30_payment-method-code: used payment method, string
            - 0-50 basket items are supported
        :return: payment information returned from Verifone, dictionary
        """
        options = {
            "s-f-1-30_operation": "process-payment",
            "i-f-1-3_order-currency-code": self.currency,
        }

        current_datetime = datetime.utcnow()
        timestamp = current_datetime.strftime('%Y-%m-%d %H:%M:%S')

        if not 't-f-14-19_payment-timestamp' in data:
            data['t-f-14-19_payment-timestamp'] = timestamp

        if not 't-f-14-19_order-timestamp' in data:
            data['t-f-14-19_order-timestamp'] = timestamp

        if 'i-t-1-3_delivery-address-country-code' in data and data['i-t-1-3_delivery-address-country-code'].isalpha():
            country_data = pycountry.countries.get(alpha_2 = data['i-t-1-3_delivery-address-country-code'])
            data['i-t-1-3_delivery-address-country-code'] = country_data.numeric

        self.check_product_names(data)

        # merge data to request options
        options.update(data)

        return self.send_request(options)


[docs]    def process_supplementary(self, data):
        """ Method trigger process supplementary.

        :param data: data added request, dictionary
            - l-f-1-20_original-transaction-number: transaction number for which supplementary will be initiated
            - s-f-1-30_payment-method-code: payment method code
            - l-f-1-20_order-gross-amount: amount for which supplementary auth will be triggered
            - s-t-1-36_order-note: note (optional)
        :return: information returned from Verifone, dictionary
            - l-t-1-20_transaction-number: transaction number
            - s-t-1-30_payment-method-code: payment method code
            - i-t-1-3_order-currency-code: currency code
            - l-t-1-20_order-gross-amount: gross amount including tax with two decimal
        """
        options = {
            "s-f-1-30_operation": "process-supplementary",
            "i-f-1-3_order-currency-code": self.currency,
        }

        # merge data to request options
        options.update(data)

        return self.send_request(options)


[docs]    def get_payment_status(self, data):
        """ Method gets payment status.

        :param data: data for status inquiry, dictionary
            - s-f-1-30_payment-method-code: the used payment method code, string
            - l-f-1-20_transaction-number: transaction number identifying the payment transaction, string
        :return: status for the payment, dictionary
        """
        options = {
            "s-f-1-30_operation": "get-payment-status",
        }

        # merge data to request options
        options.update(data)

        return self.send_request(options)


[docs]    def list_transaction_numbers(self, order_number):
        """ Method lists transaction numbers of one order.

        :param order_number: order number, string
        :return: transaction information, dictionary
            - l-f-1-20_transaction-number-<N>: transaction number
            - s-f-1-30_payment-method-code-<N>: payment method code
        """
        options = {
            "s-f-1-30_operation": "list-transaction-numbers",
            "s-f-1-36_order-number": order_number,
        }

        return self.send_request(options)


[docs]    def generate_payment_link(self, data):
        """ Method generates payment link.

        :param data: parameters for request, dictionary
            - locale-f-2-5_payment-locale: locale for the customer, string
            - t-f-14-19_order-expiry-timestamp: UTC time when the payment link expires in format yyyy-MM-dd HH:mm:ss, string
            - s-f-1-36_order-number: order number, length is 1-36 characters, string
            - t-f-14-19_order-timestamp:  UTC time defining orders time in format yyyy-MM-dd HH:mm:ss, string
            - s-t-1-36_order-note: note, 1-36 characters (optional)
            - l-f-1-20_order-gross-amount: total amount including taxes and discount with two decimal precision (for example 100 means 1 EUR), integer
            - l-f-1-20_order-net-amount: amount without discount or taxes, integer
            - l-f-1-20_order-vat-amount: VAT amount, integer
            - s-t-1-30_payment-method-code: used payment method, string (optional)
            - s-t-1-36_payment-link-number: number of the payment link in 1-36 characters, string (optional)
            - s-f-1-32_payment-link-delivery-mode: delivery mode of the payment link, supported values are sms or email, string
            - s-f-1-30_buyer-first-name: the first name of the customer with 1-30 characters, string
            - s-f-1-30_buyer-last-name: the last name of the customer with 1-30 characters, string
            - s-t-1-30_buyer-phone-number: the phone number of the customer with 1-30 characters, string (optional)
            - s-f-1-100_buyer-email-address: the email of the customer with 1-100 characters, string
            - s-t-1-255_buyer-external-id: identifier for the customer with 1-255 characters, string (optional)
            - s-t-1-30_delivery-address-line-one: delivery address, string (optional)
            - s-t-1-30_delivery-address-line-two: delivery address, string (optional)
            - s-t-1-30_delivery-address-line-three: delivery address, string (optional)
            - s-t-1-30_delivery-address-city: city for the delivery address, string (optional)
            - s-t-1-30_delivery-address-postal-code: postal code for the delivery address, string (optional)
            - i-t-1-3_delivery-address-country-code: country code of the delivery address, string with 2 character or numeric ISO 3166  (optional)
            - l-t-1-20_saved-payment-method-id: ID of the saved payment method with 1-20 characters, string (optional)
            - i-t-1-1_deferred-payment: is payment deferred payment, integer (optional)
                0: Not deferred payment
                1: Deferred payment
            - s-t-1-160_additional-delivery-text: text included in link email or SMS with 1-160 characters, string (optional)
            - s-t-1-128_sender-email: This address will be shown as sender in the link email, 1-128 characters, string (optional)
            - 0-50 basket items are supported
        :return: payment link information, dictionary
            - s-t-1-36_payment-link-number: created payment-link-number
        """
        if 'i-t-1-3_delivery-address-country-code' in data and data['i-t-1-3_delivery-address-country-code'].isalpha():
            country_data = pycountry.countries.get(alpha_2 = data['i-t-1-3_delivery-address-country-code'].upper())
            data['i-t-1-3_delivery-address-country-code'] = country_data.numeric

        options = {
            "s-f-1-30_operation": "generate-payment-link",
            "i-f-1-3_order-currency-code": self.currency,
        }

        # merge data to request options
        options.update(data)

        return self.send_request(options)


[docs]    def get_payment_link_status(self, link_number):
        """ Method get payment link status.

        :param link_number: payment link number with 1-36 characters
        :return: payment link information, dictionary
            - s-t-1-36_payment-link-number: payment link number
            - s-t-1-36_payment-link-status: payment link status (new, used, expired, canceled)
            - t-f-14-19_order-expiry-timestamp: expiry time
            - t-f-14-19_payment-timestamp: payment timestamp when link was used or canceled
        """
        options = {
            "s-f-1-30_operation": "get-payment-link-status",
            "s-t-1-36_payment-link-number": link_number,
        }

        return self.send_request(options)


[docs]    def reactivate_payment_link(self, link_number, expiry_date):
        """ Method reactivates payment link or changes the expiry date. Note that Verifone sends an email to the payer.

        :param link_number: payment link number with 1-36 characters
        :param expiry_date: expiration timestamp in format yyyy-MM-dd HH:mm:ss
        :return: payment link information, dictionary
            - s-t-1-36_payment-link-number: payment link number
        """
        options = {
            "s-f-1-30_operation": "reactivate-payment-link",
            "s-t-1-36_payment-link-number": link_number,
            "t-f-14-19_order-expiry-timestamp": expiry_date,
        }

        return self.send_request(options)


[docs]    def generate_payment_data(self, data):
        """ Method generates payment data which can be used in html form for showing payment button.

        :param data: data for the new payment, dictionary
            - order_number: order number, string
            - locale: locale for the customer. Supported: fi_FI, sv_SE, no_NO, dk_DK, sv_FI and en_GB. Other are redirected to en_GB
            - amount_gross: total amount including taxes with two decimal
            - amount_net: total amount without taxes, with two decimal
            - vat_amount: tax amount with two decimal
            - first_name: customer's first name, 1-30 characters, string
            - last_name: customer's last name, 1-30 characters, string
            - email: customer's email, 1-100 characters, string
            - phone: customer's phone number, max length is 30 character (optional)
            - address: line one of the delivery address, max length is 30 character (optional)
            - address2: line two of the delivery address, max length is 30 character (optional)
            - address3: line three of the delivery address, max length is 30 character (optional)
            - city: city of the delivery address, max length is 30 character (optional)
            - postal_code: postal code of the delivery address, max length is 30 character (optional)
            - country: country of the delivery address, with 2 letters or numeric ISO 3166 country code (optional)
            - style: code for the style sheet used in payment page, max length is 30 character (optional)
            - cancel_url: return URL if payment is cancelled, max length is 256 characters
            - error_url: return URL after error, max length is 256 characters
            - expired_url: return URL after expired situation, max length is 256 characters
            - rejected_url: return URL if payment is rejected, max length is 256 characters
            - success_url: return URL after success payment, max length is 256 characters
            - success_url_server: URL of the delayed success, max length is 256 characters
            - note: custom parameter reserved for shop system to use, max length is 36 characters (optional)
            - save_method: is customer's payment method saved (optional)
                0: normal payment. If customer uses credit card, 'save payment' button is shown on Verifone's page.
                1: payment method is saved if payment is succesful. If payment method is not given in request, only cards are shown to customer.
                2: payment method is only saved, so any payment is not charged.
                3: disable save payment options
            - customer_id: identifier for the customer (optional)
            - payment_method: selected payment method (optional)
            - saved_payment_method_id: ID of the saved payment method (optional)
            - products: product data, there can be 1-50 basket items
                - name: name of the basket item, max length is 30 character
                - pieces: number of units in the item, integer or float
                - discount: item discount percentage tax with two decimal, float or integer
                - vat: tax percentage with two decimal, float or integer
                - amount_gross: item gross amount including tax and discount with two decimal, float or integer
                - amount_net: item net amount calculated from unit cost times unit count with two decimal, float or integer
                - unit_cost_gross: unit cost with two decimal, with discount and tax
                - unit_cost: unit cost with two decimal and without tax and discounts, this must be filled if
                    unit gross cost is not filled, otherwise must not be used (optional)
            - payment_timestamp: the payment start time, format is yyyy-MM-dd HH:mm:ss (optional)
            - order_timestamp: the orders time from web shop point of view, format is yyyy-MM-dd HH:mm:ss (optional)
            - dynamic_feedback: comma separated list of optional parameters to be added to the response if available, string (optional)

        :return: generated payment data, dictionary
        """
        if data:
            current_datetime = datetime.utcnow()
            timestamp = current_datetime.strftime('%Y-%m-%d %H:%M:%S')

            if not 'payment_timestamp' in data:
                data['payment_timestamp'] = timestamp

            if not 'order_timestamp' in data:
                data['order_timestamp'] = timestamp

            payment_token = self.generate_token(data['order_number'], data['payment_timestamp'])

            if 'style' in data:
                style_code = data['style']
            else:
                style_code = ''

            if 'skip_confirmation' in data:
                skip_confirmation = data['skip_confirmation']
            else:
                skip_confirmation = 0

            values = {
                's-f-32-32_payment-token': payment_token,
                'locale-f-2-5_payment-locale': data['locale'],
                't-f-14-19_payment-timestamp': data['payment_timestamp'],
                't-f-14-19_order-timestamp': data['order_timestamp'],
                's-f-1-36_merchant-agreement-code': self._agreement_code,
                's-f-1-36_order-number': data['order_number'],
                'i-f-1-3_order-currency-code': self.currency,
                'i-t-1-4_order-vat-percentage': '', # set empty because there can be multiple VAT percentages in one payment
                's-f-1-30_buyer-first-name': self.get_substring(data['first_name'], 30),
                's-f-1-30_buyer-last-name': self.get_substring(data['last_name'], 30),
                's-f-1-100_buyer-email-address': self.get_substring(data['email'], 100),
                's-t-1-30_style-code': style_code,
                's-f-5-256_cancel-url':data['cancel_url'],
                's-f-5-256_error-url': data['error_url'],
                's-f-5-256_expired-url': data['expired_url'],
                's-f-5-256_rejected-url': data['rejected_url'],
                's-f-5-256_success-url': data['success_url'],
                's-t-5-256_change-server-to-server-success-url': data['success_url_server'],
                's-f-1-30_software': self._software_name,
                's-f-1-10_software-version': self._version,
                'i-f-1-11_interface-version': self._interface_version,
                'i-t-1-1_skip-confirmation-page': skip_confirmation,
            }

            if 'amount_gross' in data:
                values['l-f-1-20_order-gross-amount'] = self.format_to_integer(data['amount_gross'])

            if 'amount_net' in data:
                values['l-f-1-20_order-net-amount'] = self.format_to_integer(data['amount_net'])

            if 'vat_amount' in data:
                values['l-f-1-20_order-vat-amount'] = self.format_to_integer(data['vat_amount'])

            # Check optional fields, max length is 30 characters
            extra_fields = {
                'phone': 's-t-1-30_buyer-phone-number',
                'address': 's-t-1-30_delivery-address-line-one',
                'address2': 's-t-1-30_delivery-address-line-two',
                'address3': 's-t-1-30_delivery-address-line-three',
                'city': 's-t-1-30_delivery-address-city',
                'postal_code': 's-t-1-30_delivery-address-postal-code',
                'save_method': 'i-t-1-1_save-payment-method',
                'payment_method': 's-t-1-30_payment-method-code',
            }

            for key, field in extra_fields.items():
                if key in data:
                    values[field] = self.get_substring(data[key], 30)

            if 'saved_payment_method_id' in data:
                values['l-t-1-20_saved-payment-method-id'] = self.get_substring(data['saved_payment_method_id'], 64)

            if 'country' in data:
                if data['country'].isalpha():
                    country_data = pycountry.countries.get(alpha_2 = data['country'].upper())
                    values['i-t-1-3_delivery-address-country-code'] = country_data.numeric
                else:
                    values['i-t-1-3_delivery-address-country-code'] = data['country']

            if 'customer_id' in data:
                values['s-t-1-255_buyer-external-id'] = self.get_substring(data['customer_id'], 255)

            if 'note' in data:
                values['s-t-1-36_order-note'] = self.get_substring(data['note'], 36)

            if 'dynamic_feedback' in data:
                values['s-t-1-1024_dynamic-feedback'] = self.get_substring(data['dynamic_feedback'], 1024)

            products = self.build_product_data(data['products'])
            values.update(products)

            # get signatures
            signature  = self.generate_signature(values, 'SHA1')
            signature2 = self.generate_signature(values, 'SHA512')
            values['s-t-256-256_signature-one'] = signature
            values['s-t-256-256_signature-two'] = signature2
            logs.debug("Values for payment: %s", values)

            return values


[docs]    def send_request(self, options):
        """ Method sends a request to Verifone and returns response.

        :param options: options for the request, dictionary
        :return: response from Verifone, dictionary
        """
        current_time = datetime.now()
        timestamp = current_time.strftime('%Y-%m-%d %H:%M:%S')
        request_id = str(current_time.strftime('%Y%m%d%H%M%S'))+str(randrange(99999))

        data = {
            "l-f-1-20_request-id": request_id,
            "t-f-14-19_request-timestamp": timestamp,
            "s-f-1-36_merchant-agreement-code": self._agreement_code,
            "s-f-1-30_software": self._software_name,
            "s-f-1-10_software-version": self._version,
            "i-f-1-11_interface-version": self._interface_version,
        }

        # merge options to request data
        data.update(options)

        # get signatures
        signature  = self.generate_signature(data, 'SHA1')
        signature2 = self.generate_signature(data, 'SHA512')
        data['s-t-256-256_signature-one'] = signature
        data['s-t-256-256_signature-two'] = signature2
        logs.debug("Data for Verifone request: %s", data)

        headers = {
            'Content-Type': 'application/x-www-form-urlencoded',
        }

        url = self.get_endpoint_url()
        logs.debug('URL: ' + url)

        response = requests.post(url, headers=headers, data=data)
        logs.debug("Response from Verifone: %s", response)
        logs.debug("Content of Verifone response: %s", response.content)

        if response.status_code != 200:
            raise ConnectionError(str(response.content))
        elif not response.content:
            raise ValueError("No content returned")

        parsed_response = self.parse_response(response.content)

        if 's-f-1-30_error-message' in parsed_response:
            if self._return_error_dict:
                return parsed_response
            else:
                raise ValueError(parsed_response['s-f-1-30_error-message'])

        self.verify_response(parsed_response)

        return parsed_response

    
[docs]    def get_endpoint_url(self):
        """ Method returns endpoint url for server to server calls. Verifone has 2 production environment so 
        check first which one production server is available.

        :return: endpoint url, string
        """
        url = self.endpoint
        response = requests.post(url)
        logs.debug("Ping response from Verifone: %s", response)

        if response.status_code != 200:
            url = self.endpoint2
            response = requests.post(url)
            logs.debug("Ping response from Verifone: %s", response)

        return url


[docs]    def generate_signature(self, data, signature_type):
        """ Method generates digital signature from the given values.
        Algorithm is RSA with SHA1 or RSA with SHA512

        :param data: data for the request, dictionary
        :param signature_type: signature type, value can be "sha1" or "sha512, string
        :return: signature, 128 byte signature converted to upper case hexadecimal string
        """
        private_key = RSA.importKey(self._RSA_private_key)
        plaintext =  self.get_plaintext(data)

        digest = ''

        if signature_type == 'SHA512':
            digest = SHA512.new(plaintext)
        elif signature_type == 'SHA1':
            digest = SHA.new(plaintext)
        else:
            raise ValueError('WrongSignatureType')

        signer = PKCS1_v1_5.new(private_key)
        signature = signer.sign(digest)
        hex_signature = binascii.hexlify(signature)

        return hex_signature.upper()


[docs]    def get_plaintext(self, data):
        """ Method creates plaintext from dictionary.
        Algorithm is RSA with SHA1 or RSA with SHA512

        :param data: data for the request, dictionary
        :return: plain text, string
        """
        name_key_pairs = []

        # needed format is "key=value"
        for key, value in (sorted(data.items())):
            name_key_pairs.append(key + "=" + str(value))

        logs.debug("Names and keys for signature: %s", name_key_pairs)

        plaintext =  ';'.join(name_key_pairs) + ';'
        plaintext = plaintext.encode('utf-8')
        logs.debug("Plaintext for signature: " + str(plaintext))

        return plaintext


[docs]    def parse_response(self, content):
        """ Method parses response content returned from Verifone.

        :param content: response from Verifone, string
        :return: result, result from Verifone in dictionary
        """
        logs.debug("Content before parsing: %s", content)

        params = content.decode().split('&')
        result = {}

        for param in params:
            key, value = param.split('=')
            value = urllib.parse.unquote_plus(value) # for example times are in format: 2018-08-03+06%3A59%3A52
            result[key] = value

        logs.debug("Parsed content: %s", result)
        return result


[docs]    def generate_token(self, order_no, payment_timestamp):
        """ Method generates token for the payment.

        :param order_no: order number, string
        :param payment_timestamp: payment time stamp, string
        :return: generated token, string
        """
        elements = (self._agreement_code, order_no, payment_timestamp)
        plaintext = ';'.join(elements)
        logs.debug("Plaintext for generate token: %s", plaintext)

        plaintext = plaintext.encode('utf-8')
        token = SHA256.new(plaintext)
        token = token.hexdigest()
        logs.debug("Token: %s", token)

        return self.get_substring(token, 32).upper()


[docs]    def get_substring(self, string, length):
        """ Method returns substring from string if string is too length.

        :param string: string which length is checked, string
        :param length: max length, integer
        :return: substring, string
        """
        if type(string) != str:
            string = str(string)

        if len(string) > length:
            return string[0:length]

        return string


[docs]    def format_to_integer(self, number):
        """ Method formats number: 1.23 > 123.

        :param number: float or integer
        :return: formatted, integer
        """
        return int(round(number * 100))


[docs]    def build_product_data(self, data):
        """ Method build and returns product data.

        :param data: product items, dictionary
            - name: name of the basket item, max length is 30 character
            - pieces: number of units in the item, integer or float
            - discount: item discount percentage tax with two decimal, float or integer
            - vat: tax percentage with two decimal, float or integer
            - amount_gross: item gross amount including tax and discount with two decimal, float or integer
            - amount_net: item net amount calculated from unit cost times unit count with two decimal, float or integer
            - unit_cost_gross: unit cost with two decimal, with discount and tax, this must be filled if
                unit cost is not filled, otherwise must not be used (optional)
            - unit_cost: unit cost with two decimal and without tax and discounts, this must be filled if
                unit gross cost is not filled, otherwise must not be used (optional)
        :return: product data, dictionary
        """
        product_data = {}

        for i in range(len(data)):
            if 'discount' in data[i]:
                discount = data[i]['discount']
            else:
                discount = 0

            product_data['s-t-1-30_bi-name-'+ str(i)] = self.get_substring(data[i]['name'], 30)
            product_data['i-t-1-11_bi-unit-count-'+ str(i)] = data[i]['pieces']
            product_data['i-t-1-4_bi-vat-percentage-'+ str(i)] = self.format_to_integer(data[i]['vat'])
            product_data['i-t-1-4_bi-discount-percentage-'+ str(i)] = self.format_to_integer(discount)

            if 'amount_net' in data[i]:
                product_data['l-t-1-20_bi-net-amount-'+ str(i)] = self.format_to_integer(data[i]['amount_net'])

            if 'amount_gross' in data[i]:
                product_data['l-t-1-20_bi-gross-amount-'+ str(i)] = self.format_to_integer(data[i]['amount_gross'])

            if 'unit_cost_gross' in data[i]:
                product_data['l-t-1-20_bi-unit-gross-cost-'+ str(i)] = self.format_to_integer(data[i]['unit_cost_gross'])

            if 'unit_cost' in data[i]:
                product_data['l-t-1-20_bi-unit-cost-'+ str(i)] = self.format_to_integer(data[i]['unit_cost'])

        return product_data


[docs]    def verify_response(self, data):
        """ Method verifies response from Verifone.

        :param data: parsed content from Verifone, dictionary
        :return: true if response is valid, boolean
        """
        values = data.copy()
        sign1 = values['s-t-256-256_signature-one']
        sign2 = values['s-t-256-256_signature-two']

        remove_keys = [
            's-t-256-256_signature-one',
            's-t-256-256_signature-two',
            's-t-1-40_shop-receipt__phase',
            's-t-1-40_shop-order__phase',
            's-t-1-40_submit'
        ]

        for key in remove_keys:
            if key in values:
                del values[key]

        plaintext = self.get_plaintext(values)
        result = self.verify_signature(sign1, 'SHA1', plaintext)
        if not result:
            logs.debug("SHA1 verification failed for plaintext: " + str(plaintext))
            raise ValueError('SignatureVerificationFailed')

        result = self.verify_signature(sign2, 'SHA512', plaintext)
        if not result:
            logs.debug("SHA512 verification failed for plaintext: " + str(plaintext))
            raise ValueError('SignatureVerificationFailed')

        return True


[docs]    def verify_signature(self, signature, signature_type, plaintext):
        """ Method verifies Verifone's signature.

        :param signature: signature, string
        :param signature_type: signature type, supported are SHA1 and SHA512, string
        :param plaintext: plaintext, string
        :return: true if response is valid, boolean
        """
        digest = ''
        public_verifone = RSA.importKey(self._RSA_verifone_public_key)
        signer = PKCS1_v1_5.new(public_verifone)
        logs.debug("Plaintext for verifying: " + str(plaintext))

        if (signature_type == 'SHA1'):
            digest = SHA.new(plaintext)
        elif (signature_type == 'SHA512'):
            digest = SHA512.new(plaintext)

        if digest:
            return signer.verify(digest, binascii.unhexlify(signature))

        return False


[docs]    def check_product_names(self, data):
        """ Method checks that product name can not be more than 30 character.
        If it is longer, take only first 30 character.

        :param data: data sent to Verifone, dictionary
        :return: -
        """
        for key, value in data.items():
            if key.startswith("s-t-1-30_bi-name-"):
                data[key] = self.get_substring(data[key], 30)
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tests package


Submodules



tests.test_verifone module

Tests for verifone package.


	
class tests.test_verifone.TestVerifone(methodName='runTest')[source]

	Bases: unittest.case.TestCase

Test for Verifone package.


	
classmethod setUpClass()[source]

	Set up our Verifone client for tests. It requires the following environment variables: AGREEMENTCODE, RSAPRIVATEKEY and EMAIL






	
test_001_create_object_with_defaults()[source]

	Test creating a new object with default values






	
test_002_get_endpoint()[source]

	Test to get endpoint url and change to test mode






	
test_003_create_object_wrong_currency()[source]

	Test creating a new object with wrong currency, so default currency should be used






	
test_004_create_object_currency_lower()[source]

	Test creating a new object with currency in lower case






	
test_005_update_currency()[source]

	Test that currency is updated






	
test_006_is_available()[source]

	Test connection to Verifone server






	
test_007_get_payment_methods()[source]

	Test to get all available payment methods






	
test_008_list_saved_payment_methods()[source]

	Test to get saved payment methods






	
test_009_remove_saved_payment_method()[source]

	Test to remove saved payment method when saved payment method is wrong






	
test_010_generate_payment_data()[source]

	Test to generate payment data






	
test_011_generate_payment_data()[source]

	Test to generate payment data when all data is not defined






	
test_012_generate_payment_link()[source]

	Test to generate payment link






	
test_013_get_payment_link_status()[source]

	Test to get payment link status.






	
test_014_reactivate_payment_link()[source]

	Test to reactivate payment link.






	
test_015_process_payment()[source]

	Test to process payment






	
test_016_list_transaction_numbers()[source]

	Test to get transaction numbers for one order.






	
test_017_get_payment_status()[source]

	Test to get payment status






	
test_018_refund_payment()[source]

	Test to refund payment






	
test_019_cancel_payment()[source]

	Test to cancel payment.






	
test_020_process_supplementary()[source]

	Test to process supplementary.






	
test_021_get_endpoint()[source]

	Test for getting endpoints






	
test_022_save_test_mode()[source]

	Test for save test mode






	
test_023_get_endpoint()[source]

	Test for getting post urls






	
test_024_build_product_data()[source]

	Test building product data






	
test_025_verify_response()[source]

	Test to verify response with extra data.






	
test_026_verify_incorrect_signature()[source]

	Test to verify incorrect signature






	
test_027_check_currency()[source]

	Test that currency is valid






	
test_028_process_payment()[source]

	Test to process payment when ‘s-t-1-30_bi-name-0’ data is longer than Verifone accepts






	
test_029_generate_payment_data()[source]

	Test to generate payment data with too long product names






	
test_030_generate_payment_data()[source]

	Test to generate payment data when customer id is defined






	
test_031_generate_payment_data()[source]

	Test to generate payment data when saved payment method id is defined











Module contents

Unit test package for verifone.





          

      

      

    

  

    
      
          
            
  
verifone package


Submodules



verifone.verifone module

Main module.


	
class verifone.verifone.Verifone(agreement_code, RSA_private_key, RSA_verifone_public_key, software_name, version, currency='EUR', interface_version='5', test_mode=0, return_error_dict=0)[source]

	Bases: object

Class for Verifone payment API.


	Following packages need to be installed:

	
	pycryptodome


	pycountry


	requests









	Parameters:

	
	agreement_code – merchant agreement code, string with length of 1-36 characters


	RSA_private_key – RSA private key, string


	RSA_verifone_public_key – Verifone’s RSA public key, string


	currency – currency code with three letters, default is EUR, string


	software_name – name of the web shop software, string with length of 1-30 characters


	version – version of the web shop software, string with length of 1-10 characters


	interface_version – version of the payment interface, string with length of 1-11 numeric characters


	test_mode – 1 if use test server, default is 0, boolean


	return_error_dict – if 1 then returns data received from Verifone also when error occurs. 
If value is 0, then raise an error. Default is 0, boolean






	Return type:

	object






	
build_product_data(data)[source]

	Method build and returns product data.


	Parameters:

	data – product items, dictionary
- name: name of the basket item, max length is 30 character
- pieces: number of units in the item, integer or float
- discount: item discount percentage tax with two decimal, float or integer
- vat: tax percentage with two decimal, float or integer
- amount_gross: item gross amount including tax and discount with two decimal, float or integer
- amount_net: item net amount calculated from unit cost times unit count with two decimal, float or integer
- unit_cost_gross: unit cost with two decimal, with discount and tax, this must be filled if


unit cost is not filled, otherwise must not be used (optional)





	
	unit_cost: unit cost with two decimal and without tax and discounts, this must be filled if

	unit gross cost is not filled, otherwise must not be used (optional)













	Returns:

	product data, dictionary










	
cancel_payment(data)[source]

	Method cancels the payment


	Parameters:

	data – data for cancelling, dictionary
- s-f-1-30_payment-method-code: the used payment method code, string
- l-f-1-20_transaction-number: transaction number identifying the payment transaction, string
- s-t-1-1024_dynamic-feedback: list of parameters to be added to response if available (optional)



	Returns:

	status for cancelling, dictionary










	
check_currency(currency)[source]

	Method checks that currency is a valid currency code. If not then
default currency code is used.


	Parameters:

	currency – new currency code, with three letters



	Returns:

	currency code, with three letters










	
check_product_names(data)[source]

	Method checks that product name can not be more than 30 character.
If it is longer, take only first 30 character.


	Parameters:

	data – data sent to Verifone, dictionary



	Returns:

	
	














	
currency

	Method returns currency code.


	Returns:

	currency, numeric ISO 4217 currency code










	
endpoint

	Return endpoint.


	Returns:

	endpoint, string










	
endpoint2

	Return endpoint (node2). Verifone has 2 production environment URLs 
so if first one does not answer, this can be used instead.


	Returns:

	endpoint, string










	
format_to_integer(number)[source]

	Method formats number: 1.23 > 123.


	Parameters:

	number – float or integer



	Returns:

	formatted, integer










	
generate_payment_data(data)[source]

	Method generates payment data which can be used in html form for showing payment button.


	Parameters:

	data – data for the new payment, dictionary
- order_number: order number, string
- locale: locale for the customer. Supported: fi_FI, sv_SE, no_NO, dk_DK, sv_FI and en_GB. Other are redirected to en_GB
- amount_gross: total amount including taxes with two decimal
- amount_net: total amount without taxes, with two decimal
- vat_amount: tax amount with two decimal
- first_name: customer’s first name, 1-30 characters, string
- last_name: customer’s last name, 1-30 characters, string
- email: customer’s email, 1-100 characters, string
- phone: customer’s phone number, max length is 30 character (optional)
- address: line one of the delivery address, max length is 30 character (optional)
- address2: line two of the delivery address, max length is 30 character (optional)
- address3: line three of the delivery address, max length is 30 character (optional)
- city: city of the delivery address, max length is 30 character (optional)
- postal_code: postal code of the delivery address, max length is 30 character (optional)
- country: country of the delivery address, with 2 letters or numeric ISO 3166 country code (optional)
- style: code for the style sheet used in payment page, max length is 30 character (optional)
- cancel_url: return URL if payment is cancelled, max length is 256 characters
- error_url: return URL after error, max length is 256 characters
- expired_url: return URL after expired situation, max length is 256 characters
- rejected_url: return URL if payment is rejected, max length is 256 characters
- success_url: return URL after success payment, max length is 256 characters
- success_url_server: URL of the delayed success, max length is 256 characters
- note: custom parameter reserved for shop system to use, max length is 36 characters (optional)
- save_method: is customer’s payment method saved (optional)


0: normal payment. If customer uses credit card, ‘save payment’ button is shown on Verifone’s page.
1: payment method is saved if payment is succesful. If payment method is not given in request, only cards are shown to customer.
2: payment method is only saved, so any payment is not charged.
3: disable save payment options





	customer_id: identifier for the customer (optional)


	payment_method: selected payment method (optional)


	saved_payment_method_id: ID of the saved payment method (optional)


	
	products: product data, there can be 1-50 basket items

	
	name: name of the basket item, max length is 30 character


	pieces: number of units in the item, integer or float


	discount: item discount percentage tax with two decimal, float or integer


	vat: tax percentage with two decimal, float or integer


	amount_gross: item gross amount including tax and discount with two decimal, float or integer


	amount_net: item net amount calculated from unit cost times unit count with two decimal, float or integer


	unit_cost_gross: unit cost with two decimal, with discount and tax


	
	unit_cost: unit cost with two decimal and without tax and discounts, this must be filled if

	unit gross cost is not filled, otherwise must not be used (optional)















	payment_timestamp: the payment start time, format is yyyy-MM-dd HH:mm:ss (optional)


	order_timestamp: the orders time from web shop point of view, format is yyyy-MM-dd HH:mm:ss (optional)


	dynamic_feedback: comma separated list of optional parameters to be added to the response if available, string (optional)








	Returns:

	generated payment data, dictionary










	
generate_payment_link(data)[source]

	Method generates payment link.


	Parameters:

	data – parameters for request, dictionary
- locale-f-2-5_payment-locale: locale for the customer, string
- t-f-14-19_order-expiry-timestamp: UTC time when the payment link expires in format yyyy-MM-dd HH:mm:ss, string
- s-f-1-36_order-number: order number, length is 1-36 characters, string
- t-f-14-19_order-timestamp:  UTC time defining orders time in format yyyy-MM-dd HH:mm:ss, string
- s-t-1-36_order-note: note, 1-36 characters (optional)
- l-f-1-20_order-gross-amount: total amount including taxes and discount with two decimal precision (for example 100 means 1 EUR), integer
- l-f-1-20_order-net-amount: amount without discount or taxes, integer
- l-f-1-20_order-vat-amount: VAT amount, integer
- s-t-1-30_payment-method-code: used payment method, string (optional)
- s-t-1-36_payment-link-number: number of the payment link in 1-36 characters, string (optional)
- s-f-1-32_payment-link-delivery-mode: delivery mode of the payment link, supported values are sms or email, string
- s-f-1-30_buyer-first-name: the first name of the customer with 1-30 characters, string
- s-f-1-30_buyer-last-name: the last name of the customer with 1-30 characters, string
- s-t-1-30_buyer-phone-number: the phone number of the customer with 1-30 characters, string (optional)
- s-f-1-100_buyer-email-address: the email of the customer with 1-100 characters, string
- s-t-1-255_buyer-external-id: identifier for the customer with 1-255 characters, string (optional)
- s-t-1-30_delivery-address-line-one: delivery address, string (optional)
- s-t-1-30_delivery-address-line-two: delivery address, string (optional)
- s-t-1-30_delivery-address-line-three: delivery address, string (optional)
- s-t-1-30_delivery-address-city: city for the delivery address, string (optional)
- s-t-1-30_delivery-address-postal-code: postal code for the delivery address, string (optional)
- i-t-1-3_delivery-address-country-code: country code of the delivery address, string with 2 character or numeric ISO 3166  (optional)
- l-t-1-20_saved-payment-method-id: ID of the saved payment method with 1-20 characters, string (optional)
- i-t-1-1_deferred-payment: is payment deferred payment, integer (optional)


0: Not deferred payment
1: Deferred payment





	s-t-1-160_additional-delivery-text: text included in link email or SMS with 1-160 characters, string (optional)


	s-t-1-128_sender-email: This address will be shown as sender in the link email, 1-128 characters, string (optional)


	0-50 basket items are supported








	Returns:

	payment link information, dictionary
- s-t-1-36_payment-link-number: created payment-link-number










	
generate_signature(data, signature_type)[source]

	Method generates digital signature from the given values.
Algorithm is RSA with SHA1 or RSA with SHA512


	Parameters:

	
	data – data for the request, dictionary


	signature_type – signature type, value can be “sha1” or “sha512, string






	Returns:

	signature, 128 byte signature converted to upper case hexadecimal string










	
generate_token(order_no, payment_timestamp)[source]

	Method generates token for the payment.


	Parameters:

	
	order_no – order number, string


	payment_timestamp – payment time stamp, string






	Returns:

	generated token, string










	
get_endpoint_url()[source]

	Method returns endpoint url for server to server calls. Verifone has 2 production environment so 
check first which one production server is available.


	Returns:

	endpoint url, string










	
get_payment_link_status(link_number)[source]

	Method get payment link status.


	Parameters:

	link_number – payment link number with 1-36 characters



	Returns:

	payment link information, dictionary
- s-t-1-36_payment-link-number: payment link number
- s-t-1-36_payment-link-status: payment link status (new, used, expired, canceled)
- t-f-14-19_order-expiry-timestamp: expiry time
- t-f-14-19_payment-timestamp: payment timestamp when link was used or canceled










	
get_payment_status(data)[source]

	Method gets payment status.


	Parameters:

	data – data for status inquiry, dictionary
- s-f-1-30_payment-method-code: the used payment method code, string
- l-f-1-20_transaction-number: transaction number identifying the payment transaction, string



	Returns:

	status for the payment, dictionary










	
get_plaintext(data)[source]

	Method creates plaintext from dictionary.
Algorithm is RSA with SHA1 or RSA with SHA512


	Parameters:

	data – data for the request, dictionary



	Returns:

	plain text, string










	
get_substring(string, length)[source]

	Method returns substring from string if string is too length.


	Parameters:

	
	string – string which length is checked, string


	length – max length, integer






	Returns:

	substring, string










	
is_available()[source]

	Method can be used to test connectivity, signatures and requesting availability status of server interface.


	Returns:

	response from Verifone, dictionary
- i-f-1-1_availability: 0 = No access to Server Interface has been granted by Verifone


1 = Express level access to Server Interface
2 = Advanced level access to Server Interface















	
list_payment_methods()[source]

	Method gets available payment methods and their amount limits.


	Returns:

	available payment methods, dictionary
- s-t-1-30_payment-method-code-<N>: the payment method code
- l-t-1-20_payment-method-min-<N>: minimum amount for the payment method
- l-t-1-20_payment-method-max-<N>: maximum amount for the payment method
- s-t-1-30_payment-method-type-<N>: type of the payment method










	
list_saved_payment_methods(data)[source]

	Method gets saved payment methods for given buyer.


	Parameters:

	data – data for search saved payment methods, dictionary
- s-f-1-30_buyer-first-name: first name
- s-f-1-30_buyer-last-name: last name
- s-f-1-100_buyer-email-address: email address
- s-t-1-30_buyer-phone-number: phone number (optional)
- s-t-1-255_buyer-external-id: buyer’s external id (optional)
- s-t-1-30_delivery-address-line-one: street, 1-30 characters (optional)
- s-t-1-30_delivery-address-line-two: delivery address extension, 1-30 characters (optional)
- s-t-1-30_delivery-address-line-three: delivery address extension, 1-30 characters (optional)
- s-t-1-30_delivery-address-city: city, 1-30 characters (optional)
- s-t-1-30_delivery-address-postal-code: postal code, 1-30 characters (optional)
- i-t-1-3_delivery-address-country-code: country code with 1-3 characters, ISO 3166 (optional)
- s-t-1-30_recurring-payment-subscription: subscription code for recurring payment, 1-30 characters (optional)



	Returns:

	available payment methods, dictionary
- s-t-1-30_payment-method-code-<N>: the payment method code
- l-t-1-20_payment-method-id-<N>: payment method id
- s-t-1-30_payment-method-title-<N>: title for the payment method
- s-t-1-6_card-expected-validity-<N>: card validity










	
list_transaction_numbers(order_number)[source]

	Method lists transaction numbers of one order.


	Parameters:

	order_number – order number, string



	Returns:

	transaction information, dictionary
- l-f-1-20_transaction-number-<N>: transaction number
- s-f-1-30_payment-method-code-<N>: payment method code










	
parse_response(content)[source]

	Method parses response content returned from Verifone.


	Parameters:

	content – response from Verifone, string



	Returns:

	result, result from Verifone in dictionary










	
posturl

	Return post url. If production mode is used, then check that endpoint is available.
If not use another endpoint.


	Returns:

	post url, string










	
posturl1

	Return post url (Verifone node 1).


	Returns:

	post url, string










	
posturl2

	Return post url (Verifone node 2).


	Returns:

	post url, string










	
process_payment(data)[source]

	Method sends payment data to Verifone.


	Parameters:

	data – data added to payment request, dictionary
- locale-f-2-5_payment-locale: locale for the customer, string
- t-f-14-19_payment-timestamp: UTC timestamp defining the payment start time, format is yyyy-MM-dd HH:mm:ss, string (optional)
- s-f-1-36_order-number: order number, length is 1-36 characters, string
- t-f-14-19_order-timestamp: UTC time defining orders time in format yyyy-MM-dd HH:mm:ss, string (optional)
- s-t-1-36_order-note: note, 1-36 characters (optional)
- l-f-1-20_order-gross-amount: total amount including taxes and discount with two decimal precision (for example 100 means 1 EUR), integer
- s-f-1-30_buyer-first-name: the first name of the customer with 1-30 characters, string
- s-f-1-30_buyer-last-name: the last name of the customer with 1-30 characters, string
- s-t-1-30_buyer-phone-number: the phone number of the customer with 1-30 characters, string (optional)
- s-f-1-100_buyer-email-address: the email of the customer with 1-100 characters, string
- s-t-1-255_buyer-external-id: identifier for the customer with 1-255 characters, string (optional)
- s-t-1-30_delivery-address-line-one: delivery address, string (optional)
- s-t-1-30_delivery-address-line-two: delivery address, string (optional)
- s-t-1-30_delivery-address-line-three: delivery address, string (optional)
- s-t-1-30_delivery-address-city: city for the delivery address, string (optional)
- s-t-1-30_delivery-address-postal-code: postal code for the delivery address, string (optional)
- i-t-1-3_delivery-address-country-code: country code of the delivery address, string with 2 character or numeric ISO 3166  (optional)
- l-t-1-20_saved-payment-method-id: ID of the saved payment method with 1-20 characters, string (optional)
- i-t-1-1_recurring-payment: is payment recurring payment, integer (optional)


0: Not recurring payment
1: Recurring payment





	
	i-t-1-1_deferred-payment: is payment deferred payment, integer (optional)

	0: Not deferred payment
1: Deferred payment







	s-f-1-30_payment-method-code: used payment method, string


	0-50 basket items are supported








	Returns:

	payment information returned from Verifone, dictionary










	
process_supplementary(data)[source]

	Method trigger process supplementary.


	Parameters:

	data – data added request, dictionary
- l-f-1-20_original-transaction-number: transaction number for which supplementary will be initiated
- s-f-1-30_payment-method-code: payment method code
- l-f-1-20_order-gross-amount: amount for which supplementary auth will be triggered
- s-t-1-36_order-note: note (optional)



	Returns:

	information returned from Verifone, dictionary
- l-t-1-20_transaction-number: transaction number
- s-t-1-30_payment-method-code: payment method code
- i-t-1-3_order-currency-code: currency code
- l-t-1-20_order-gross-amount: gross amount including tax with two decimal










	
reactivate_payment_link(link_number, expiry_date)[source]

	Method reactivates payment link or changes the expiry date. Note that Verifone sends an email to the payer.


	Parameters:

	
	link_number – payment link number with 1-36 characters


	expiry_date – expiration timestamp in format yyyy-MM-dd HH:mm:ss






	Returns:

	payment link information, dictionary
- s-t-1-36_payment-link-number: payment link number










	
refund_payment(data)[source]

	Method refunds payment. Refund is supported for card, electronic and invoice payments.


	Parameters:

	data – data for refunding, dictionary
- l-f-1-20_refund-amount: amount to refund, integer
- s-f-1-30_payment-method-code: the used payment method code, string
- l-f-1-20_transaction-number: transaction number identifying the payment transaction, string
- s-t-1-36_order-note: note for the payment, 1-36 characters (optional)
- s-t-1-1024_dynamic-feedback: list of parameters to be added to response if available (optional)



	Returns:

	status for refunding, dictionary










	
remove_saved_payment_method(payment_id)[source]

	Method removes saved payment method.


	Parameters:

	payment_id – payment method id, integer



	Returns:

	status for removing, dictionary
- l-t-1-10_removed-count: 0 = Payment method not removed,


1 = Payment method removed















	
send_request(options)[source]

	Method sends a request to Verifone and returns response.


	Parameters:

	options – options for the request, dictionary



	Returns:

	response from Verifone, dictionary










	
test_mode

	Return 1 if client is in test mode.


	Returns:

	1 if is in test mode, integer










	
verify_response(data)[source]

	Method verifies response from Verifone.


	Parameters:

	data – parsed content from Verifone, dictionary



	Returns:

	true if response is valid, boolean










	
verify_signature(signature, signature_type, plaintext)[source]

	Method verifies Verifone’s signature.


	Parameters:

	
	signature – signature, string


	signature_type – signature type, supported are SHA1 and SHA512, string


	plaintext – plaintext, string






	Returns:

	true if response is valid, boolean















Module contents

Top-level package for Verifone.
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